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ABSTRACT

Cryptography techniques need some algorithms for encryption of data. Many of available
encryption techniques are used for textual data, a few of encryption methods are used for
multimedia data; however, this algorithms that are used for textual data may be inefficient for
multimedia. The most popular symmetric key algorithms are Data Encryption Standard
(DES). However, DES may not be suitable for multimedia because it consumes times.
Encryption and decryption of these data require different methods. This paper proposes an
encryption and decryption of data by using the nature of Fractional Fourier Transform (FrFT)
in signals analysis, based on multi-order FrFT. A different indicators to evaluate the security
of an encryption technique have been discussed. These indicators are: sensitivity proposed
techniques for the key, the complexity of the processes, and statistical analysis. The key is
formed by combination of order of FrFT. The encrypted data is obtained by the summation of
different orders. Numerical simulation results are given to demonstrate this proposed method.

KEYWORDS: Data Encryption Standard (DES); Fractional Fourier Transform (FrFT);
Xilinx Platform Studio (XPS); Field-Programmable Gate Array (FPGA);

Symmetric Key Cryptography.

1. INTRODUCTION

The encryption plays a mgor role in securing the data in transmission [1]. Different

encryption techniques are used to protect confidentia data from unauthorized uses.

Cryptography technique needs some algorithms for encryption of data [2]. One of The most

popular symmetric key algorithmsis Data Encryption Standard (DES).

A 64-bits key are used with DES, while 128,192,256 bits keys uses for AES [3]. DES, AES

offer the greatest security to sensitive data compared to other cryptographic agorithms. The

AES was accepted as a standard in November 2001 [4].

One of the most popular tools used in signal processing and analysis are the fourier transform
(FT) [5]. The idea of fractional powers of the fourier operator appears in the mathematical
literature as early as 1929 [6 - 8]. It has been rediscovered in quantum mechanics [9, 10],
optics [11 - 13], and signal processing [14]. The fractiona Fourier transform (FrFT) was
mathematically introduced by Namias in 1980. Recently, Mendlovic and Ozaktas introduced
anew tool for image analysisin optics[15, 16].

The remaining sections are: a literature review has been introduced in section 2, the proposed
data encryption method has been introduced in Section 3, comparative study between DES
algorithm and FrFT has been introduced in section 4, in section 5 implementation of DES
using FPGA are performed. A brief conclusion has been introduced in Section 6.
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2. LITERATURE REVIEW
The literature review includes a brief description of the cryptographic algorithms. symmetric
cipher such as DES, and theory of FrFT.

2.1. DataEncryption Standard (DEYS)

The DES is a block cipher developed by IBM and NIST (National Institute Standard
Technology) in the 1970s as a modification of the previous system called LUCIFER, DES
operates on blocks of 64-bits at atime, the input key is 64 bits. Every 8th bit in the input key
is a parity check bit which means that in fact the key size is effectively reduced to 56 bits.
DES consists of 16-rounds of substitution and permutation as shown in Fig.1 and Fig 2
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Fig.1. DES Encryption and Decryption Process
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Fig.2. DES Algorithm

2.2. Theory of Fractional Fourier Transform

The Fourier transform is a rotation by angle p/2 in the time-frequency plane, the fractional
Fourier transform interpreted as the counterclockwise rotation by an angle o in the time-
frequency plane. FRFT isthe generalization of the classical FT.

Conventionally, FrFT of « order of input function x(t) can be defined as follows [17]:

JAUES, 14, 51, 2019 576



COMPARITIVE STUDY BTEWEEN DES ALGORITHM, AND FRFT FOR DATA ENCRYPTION USING FPGA

¥

X, (u)= gox(t) K, (t,u)dt

D
Where Kk, (t,u) of transformis:
Lt

K, (t,u)=C_ e sma

. = - e _ /1 - icot a
2 2p sin a 2p

1- icot a ~(t?+u?)ocot a-iu )
PN car: b ERREPEEY

X(t) signal recovered by FrFT operation with backward angels —a:

+;—(t2+u2)cot a 2

And

3

¥
x(t) = 9X, (u) K_, (t,u)du (4)
The 2-D FrFT of afunction f(x,y) can be define as:
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Then, by substituting y for x and v for u, y-axis, Ka, (y,v) can be obtained.
Thesignal f(x,y) can be recovered by FrFT operation with backward angles(- ay ,- ay):

¥ ¥

f(x,y)= 0 Ofa(u,v)K_, . (xy ;uv)dudv (7)
S¥ - ¥

®
Koo, a,(xy uv) =K., (x,u)K_, (y,v)

3. PROPOSED APPROACH

The proposed encryption technique is shown in Fig.3. The original data S represents the input
data to be encrypted Using FrFT. In Encryption steps based on FrFT, we use one —
dimensional analysis to describe our methods, then we can extend all formulae to Two-
dimensions. To obtain encrypted data, firstly, input data is multiplied by matrix R, and their
results are transformed through first FrFT system with first order of transform & to get data,
the result from this stage is transformed through second order of transform a by taking
second FrFT, then it passes the result by taking FrFT with third order of transform az to get
encrypted data 'L', The encrypted data is obtain by summations of different orders, and the
key for encryption/decryption process is a combination of order of Fractional Fourier
Transform and matrix R. Encryption model as shown in Fig.3. Is secure and more robust
towards brute force attack, but the complexity of the system isincreased.

Input data FrFT with p| FrFT with p|  FrFT with Encrypted data
order & order & order ag
L
S S S S

Matrix
R

y
y

| Order of Transform

Fig.3. Proposed Encryption System
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In decryption process, the reverse for encryption process, is applied as shown in Fig.4. Firstly,
transformed encrypted data ‘L' through first FrFT with order of transform -a; and passes the
result again through second FrFT with order of transform -a& , then the result from last stage
passes through last FrFT with order of transform -a , finaly, the result is multiplied with
matrix conjugate of the matrix R* to get input data S.

Input data
Encrypted data_» FrFT with p|  FrFT with FrET with
L order -as order -a, order -a; S
A A A

Matrix
R*

A 4

| Order of Transform |

Fig.4. Proposed Decryption System

3.1. Example 1: Enc/Dec Proposed Method for an I mage:
Mathematically, the encryption process in Fig.3, Summarized as. input data Sx,y) is
multiplied with matrix R and passes through FrFT with order & till & ; as in equations

bellow:

L "= S («.yy R )
L = Fal[S(X’y)' R ] (10)
. 11
L= F  [F, IS, RI D
Encrypted datais given by:
k=3
L= a Fa [Fa [Fa 1Sk, RII (12)
k=1

The decryption processisin Fig.4 and mathematically is given as.

L= Fo [F, [F S, RI
L= F o [F [F, [F S, RIN (13)
L= F_ [F_ , [F  [F, [F IS, RN (14)
L= F_  [F. [F.  [F [F [F_[S,, rRum
Finally; decrypted image is given by:
L=F [F [F _[F, [F [F, [Su, RN R (16)

The time in seconds for encryption and decryption operations of an Image, and audio signals
areshownin Table 1 and Table 2.
Table 1. Encryption / Decryption Time of proposed method for an Image

DES[23] AES[23] Proposed Enc/Dec
Image Name system based on
Three FrFT
Average Time(s) | 215.9359/ 183.5455 99.871/ 84.8904 6.8726 / 5.84032

JAUES, 14, 51, 2019 578



COMPARITIVE STUDY BTEWEEN DES ALGORITHM, AND FRFT FOR DATA ENCRYPTION USING FPGA

Table 2 Encryption / Decryption Time of proposed method for an Audio

DES[24] AES [24] Proposed Enc/Dec
Audio system based on
Three FrFT
Average Time (s) 32/23 54 /53 4.04005/ 5.98425

Table 3 Encryption / Decryption Time of proposed method for a Text [25]

DES [25] AES [25] Proposed
Textl Enc/Dec system
based on Three
FrET
Average Time 5.07/ 5.01 3.8/3.08 4.2932/3.1719
©®

4.6 Example 2: Enc/Dec Proposed M ethod for Audio Files

Another type of data is an audio signal. Audio cryptography encryption is the method of
including the key to the plain audio, while decryption is the process of taking out the origina
plain back by using the same key.

In this part we offer the possibility of encryption and decryption for data by using our
proposed methods with FrFT for an audio signal, through use of the nature of FrFT in signals
analysis, Fig.5., and Fig.6. shows original audiol and histogram.

°
I
o

Audio 1 in Time Domain

1.2 1.4 1.6 ES

Fig.5. original Audiol

0
e—

histogram for original .wav

Fig.6. Audiol histogram
Fig.7. is shows encrypted audiol signal with FrFT, while Fig.8. shows decrypted audiol
signa (reconstructed audiol).

FRFT with order of transformation a3

_0.6 .

L L L L L L L L L
o 100 200 300 400 500 600 700 800 900 1000
FrET Domain

Fig.7. third FrFT for audio signal (Encrypted)
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Audio 1 in Time Domain with order of transformation -al

. . . . . . . . .
o 0.2 0.4 0.6 o.8 a 1.2 1.4 1.6 1.8 2
Time (s) x 107

Fig.8. Reconstructed audiol signal (Decrypted)

4, COMPARATIVE STUDY BETWEEN DES & FrFT USING SOFTWARE
SIMULATIOM

Computer simulations have been done of the proposed encryption technique. The image is
shown in Fig.9., is “Imagel” and 140 x 200 pixels, and 28.8 KB size of data; and the matrix
R; orders of transform &, &, And as.

input image MYSON

i i

Fig.9. Original I magel

A good encryption algorithm should always resist the known attacks. The security analysis of
encryption techniques can be done by using following parameters execution time, sensitivity
to the key, information hiding, and statistical analysis. A simulation result has been discussed
and it will be seen that data encryption based on FrFT provided criteriafor security.

4.1. Security Analysis
4.1.1. Key space analysis:

Let us suppose that an encryption scheme has k-bit key. So an attacker needs 2
operations to determine the key. The key in our proposed encryption methods based on FrFT
is formed by combination of orders of transform values of Fractional Fourier Transform and
matrix R.

4.1.2. Senditivity to key:

If we encrypt data by K; and decrypt by a different key K, decryption should be
unsuccessful. Our Proposed method is sensitive to the key changes. Fig.10. and Fig.11. shows
decryption with correct and incorrect keys.

FRET with order of transformation -a1

Time Domai

Fig.11. Decrypted Imagel with correct Key Fig.10. Decrypted I magel with Incorrect Key
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4.1.3. Information hiding:

One of the important properties provided by encryption techniques is information
hiding. It means that no information of original data can be extracted from the encrypted. Our
encryption method is encrypting data successfully, and no information of original data can be
extracted as shown in Fig.12 and Fig.13.

input image MYSON

il ]
100 12

Fig.12. Original Imagel Fig.13. Encrypted I magel
4.3 Statistical Analysis:
Statistical analysis has been performed by cal culating the histograms.
4.3.1 Histograms Analysis. one of the important features in data statistical analysis is
Histogram. When encrypted data have a uniform histogram distribution, no useful
information according to the statistical properties can be obtained. Fig.14 and Fig.15 are two
gray images: Imagel and Image4, respectively.

input image MYSON

input image CAMERAMAN

2 A
R

Fig.14. Original Imagel Fig.15. Original | maged
The histograms in Fig.16 and Fig.17 illustrate the original images pixels distributed at each
gray level.

histogram for MYSON Image histogram for CAMERAMAN Image
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Fig.16. Imagel histogram Fig.17. Image4 histogram
The histogram of two imagesis very different as shown in Fig.16 and Fig.17. The histograms
of the encrypted images Imagel and Image4 as shown in Fig.18 and Fig.19 are quite similar.

istogram for encrypted image . nistogram for encrypted image

200 +
o
] o
o 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

9 0.1 0.2 0.3 o o. 0.6 0.7 0.8 0.9

Fig.18. Histogram for encrypted I magel Fig.19. Histogram for encrypted | mage4
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From Fig.18 and Fig.19, the cipher data of both different original data have similar
histograms, according to statistical properties, attackers cannot obtain useful information.
The performance of the encryption and decryption approach is evaluated based on MSE and
PSNR. The Mean Square Error (MSE) defined as a function of the errors in the decrypted
fractional orders. Let o (i,j) and r(i,j) is values of the original and the recovered at the pixel
(i,j)), where M and N indicted the size. the MSE defined as follows in Eq. (17) [19,20] [24-
30]::
MSE =r- off =—2—& & Ir(i,1)- o i)’
M™ N 2= (17)

to evaluate an encryption scheme and encryption quality Peak signal-to noise ratio
(PSNR) can be used. PSNR is usualy expressed in decibels. Mathematically, PSNR can be
described in Eq. (18) [20] [24-30]::

2
25 " (18)

PSNR = 10 lo
g 10 MSE

The experimental results that show the MSE and PSNR for an Image are shown in Table 4,

and Table5.
Table4. Mean SquareError

DES Proposed Enc/Dec
Image system based on Three
FrFET
Average MSE 0.202 0.226

Table 5. Peak Signal to Noise Ratio (db)

DES Proposed Enc/Dec
Image system based on
Three FrFT
Average PSNR 55.329 54.587

The experimental results that show the MSE and PSNR for an Audio are shown in Table 6,

and Table7.
Table 6. Mean Square Error

Proposed Enc/Dec
Audio system based on
Three FrFT
Average 0.0192
Table 7. Peak Signal to Noise Ratio
Proposed Enc/Dec
Audio system based on
Three FrFT
Average 66.36

4.4 Differential Analysis

In image encryption, the cipher resistance to differentia attacks is commonly analyzed viathe
NPCR and UACI tests [19,20]. Number of Pixels Change Rate while one pixel of plain image
is changed is refers to Number of Pixels Change Rate (NPCR). To determines the average
intensity of differences between the plain and ciphered, Unified Average Changing Intensity
(UACI) isusing. The NPCR and the UACI are defined in Eq. (19) and Eq. (21):

NPCR = I (i) . 100 % (19)

Qo
O
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where C1 and C2 are two cipher-images whose plain are different by only one bit. The gray
value at grid (i; j) in C1l and C2, by C1(i; j) and C2(i; j). D array is determined by C1(i; j) and
C2(i; j), if C1(i; j) = C2(i; j) then D(i; j) = 0 ; otherwise, D(i; j) = 1.

D (i, j) isdefined asin Eq. (20) [21] [24-30]::

10,if .C, (i, j)=C,(i,j)u

R N C.(i. 1) )

UACI Mathematically can definein Eq. (21) [21]:

_ 1 o |C1(i,j)' Cz(lv])l .
UACI = A 1 558 ]~ 100 % (21)

Table 8. NPCR value for proposed method

Proposed Enc/Dec
Image system based on Three
FrFET
Average 97.493
Table 9. UACI valuefor proposed method
Proposed Enc/Dec
Image system based on Three
FrET
Average 34.16

4.5 Correlation Coefficient Analysis

The relationship and similarity between two variables are described by Correlation. If
correlation coefficient is equal to one, then two data are identical and they are in perfect
correlation, In case of perfect correlation (correlation coefficient is equal to 1). Encryption
process completely fails because the encrypted data is same as the plain data, When
correlation coefficient is -1 then encrypted is negative of origina (plain). Mathematically
correlation coefficient can be shown asin Eq. (22) [19,20] [24-30]:

o

_ o & (ci- E(xN yi- E(y)
Correlation Coefficient = —=—= = (22)
\/ E (x)?) \/a, yi-E(y)?)

a C i -
Where E (x) = Nié iN:lx,ixandyarevaIuesof the plain and cipher data.

i=1

The values of the Correlation Coefficient between original, encrypted, and decrypted Images
are showing in Table 10, and Table 11.
Table 10. Correlation Coefficient between original and encrypted | mage

Proposed Enc/Dec
Image system based on
Three FrFT
Average 0.108

Table 11. Correlation Coefficient between original and decrypted | mage

Proposed Enc/Dec
Image system based on
Three FrFT
Average 0.991

The values of the Correlation Coefficient between original, encrypted, and decrypted audio
are showingin Table 12, and Table 13.

Table 12. Correlation coefficient between original and encrypted Audio

Proposed Enc/Dec
Audio system based on
Three FrFT
Average 0.011
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Table 13. Correlation coefficient between original and decrypted Audio

Proposed Enc/Dec
Audio system based on
Three FrFT
Average 0.968

Table 14 is shows a comparative study, between DES, AES [23], and proposed encryption-
decryption system based-on FrFT.

Table 14. Experimental Analysis of DES and Proposed Enc/ Dec system based on FrFT

Proposed
Parameters DES [23] AES [23] Enc/Dec
system
based on
three FrFT
Encryption Time (in sec) 215.9359 99.871 6.8726
Decryption Time (in sec) 183.5455 84.8904 5.84032
MSE 0.226 0.007 0.226
PSNR(db) 54.587 69.7082 54.587
NPCR (%) 99.6643 99.60 97.493
UACI (%) 51.249 33.53 34.16

5. HARDWARE IMPLEMENTATION OF DESUSING FPGA
5.1 Simulation Results of DES algorithm:

In this section, analysis of the simulation results has been introduced, Fig.20. and
Fig.21. shows Xilinx Platform Studio and Graphical design view. Fig.22. shows the block of
DES agorithms showing input and output pins, in this we give 64-bit data and 64-bit key, so

that it gives us 64-bit encrypted data after whole encryption 16 rounds
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Fig. 20 Xilinx Platform Studio - system assembly view

Fig. 21 Graphical design view
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Fig.22. DES block

Fig.23. isshow the ssimulated result of encryption and decryption on | SE13.1.
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Fig. 23 Simulation results of DES using Xilinx | SE

Plain-Text  (64bit)
1011101000000111000011100010111001100101000110100011010001101011
Key (64bit)
1100000101101011100001010011100100111010110110110000111011001011
Cipher-Text (64bit)
0000000100000001000000010000000100000001000000010000000100000001
RST : O

CLK : O

6. CONCLUSIONS

Nowadays the security of datain the digital world becomes more and more important.
A method to encrypt and decrypt data based on multi-order Fractional Fourier Transform has
been introduced. Compared with the traditional Fourier method, FrFT is safer in encryption
operations because it can provide additional cryptographic keys to make it more difficult to
break. The key is formed by combination of order of Fractional Fourier Transform. Indicators
that are used to measure the security of the encryption method such as: the key space analysis,
statistical analysis, and key sensitivity analysis, have been carrying out to demonstrate the
security of the data encryption techniques.

To evauate the encryption performance and quality of the proposed schemes, the
mean square error (MSE), peak signal to noise ratio (PSNR), number of pixel change rate
(NPCR), and unified average change intensity (UACI) have been introduced. to measure the
number of changing pixels and the number of averaged changed intensity between cipher
data, the NPCR and UACI have been introduced, respectively.
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Implementation of DES algorithm using FPGA has been introduced, FPGA

implantation of DES Algorithm, and the simulation result performed on Xilinx ISE for
implementing encryption and decryption module, with NEY XS 3 FPGA board.

The use of FrFT in data encryption may better than DES in time to encryption and

decryption operations, and design, because it provides a little number of rounds, unlike
cryptographic algorithms that need a fixed number of encryption rounds. The use of FrFT for
encryption offers a safe way for data encryption without adding additional costs or burdens
and up nearly applicable safety standard in encryption systems.
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